
Privacy Notice 
Effective starting: May 25th, 2018 

Last update: Nov 30th, 2023 

Cytognos recognizes the importance of protecting your personal information and is 
committed to processing it responsibly and in compliance with applicable data 
protection laws. 

1. WHAT THIS NOTICE COVERS? 
This Privacy Notice covers the information we collect about you when you use our 
products or services, or otherwise interact with us. 

If you are a resident or visitor from the United States, please see our US Privacy Notice 
(Link) for information about your specific privacy rights. 

 

2. WHO IS THE DATA CONTROLLER OF THIS PRIVACY 
NOTICE? 
The responsible Data Controller for processing the personal information covered by 
this privacy notice is Cytognos, S.L with VAT number ESB37319225, registered office 
at the La Serna Industrial Estate, Nave 9, 37900, Santa Marta de Tormes, Salamanca 
(Spain) and registered in the Mercantile Registry of Salamanca: Book 158, folio 12, 
sheet SA-5070 together with the Becton, Dickinson and Company group and its 
affiliates (referred to as “BD” or “we” or “our” or “group”, as applicable) to which 
Cytognos belongs (click here to have more information about the acquisition).  

3. WHAT INFORMATION DO WE COLLECT ABOUT YOU? 
3.1 We collect and process personal information about you when you interact with us 
and you use our products and when you purchase goods and services from us. The 
personal information we process includes: 

• your name, your work address, country, email address and/or phone number 

https://www.cytognos.com/bd-expands-flow-cytometry-portfolio-with-acquisition-of-cytognos/


• your username, serial number and password 
• your job title 
• your payment and delivery details, including billing, delivery addresses, transport 

account, credit card details, where you make purchases from us 
• information related to your equipment 
• any other information you provide 

3.2 We collect and process personal information about you when you apply for a job 
with us. The personal information we process includes:  

• your name, country, email address and/or phone numbers 
• your capacities 
• other information contained within your CV or other documents or information you 

submit to us 
• financial information 
• information to confirm your identity 

4. HOW DO WE COLLECT YOUR PERSONAL 
INFORMATION? 
We can collect your information in different ways: 

• If you contact us directly via our www.cytognos.com, via our customer hotlines, via 
email or fax to request information about our products and services. 

• If you as a provider or customer contact us via one of the aforementioned channels. 
• If you buy a product or service directly from us. 
• If you contact Cytognos through our distributors or BD. 
• If you buy a product or service from us via the Broker channel, or from one of our 

Partners or Retailers. 
• If you reply to our direct marketing campaigns, e.g. filling out a form in our 

websites. 
• If, with your permission where necessary, your contact details are passed to us by 

a third party, e.g. recruitment agencies. 
• If you contact us through social media. We may also obtain it from your public 

profiles available online. 

https://www.cytognos.com/


Cytognos™ products and services are addressed to flow cytometry professional 
adults, therefore we will not treat your data if you are under 16 years old. 

5. HOW DO WE USE THE INFORMATION WE COLLECT 
5.1 We process the personal information listed in paragraph 3.1 above for the 
following purposes: 

• Compliance of contractual relationship, as required to establish and fulfil a 
contract with you, if you make a purchase one of our products or enter into an 
agreement to provide or receive services. 

• Compliance with applicable law and regulation, including but not limited to 
monitor any customer account to prevent, investigate and/or report fraud, 
terrorism, misrepresentation, security incidents or crime, in accordance with 
applicable law and/or our legitimate interests. 

• Order processing and payments, we may use your data to process your orders, 
including verify your identity and address, taking payments, communicating with 
you and arranging the delivery. We may also use third parties to check the validity 
of your account number and card number in order to prevent fraud, in accordance 
with our legitimate interests. 

• Provide customer support and resolve technical issues you encounter, to respond 
to your requests for assistance, enquiries and analyze information. 

• Investigate complaints, to respond and investigate to any comments or complaints 
we may receive from you or third parties, about our website or our products or 
services. 

• Personalize your experience, we may use information you provide to personalize 
our communications and improve our support, websites and products or services 
for you, in accordance with our legitimate interests. 

• Legitimate interests to protect Cytognos´ legitimate business interests and legal 
rights, including but not limited to use in connection with legal claims, compliance 
with regulatory and investigative purposes. 

• Surveys we may use your information to invite you to take part in market research 
or surveys. 

• Direct marketing, we may also send you direct marketing in relation to relevant 
products and services. You can unsubscribe at any time following the information 
provided in the corresponding message. 



5.2 We process the personal data listed in paragraph 3.1 above for the following 
purposes: 

• Compliance with applicable law and regulation to enable us to comply with our 
legal and regulatory obligations and prevent and detect fraud and other 
wrongdoing. 

• Recruitment process, to participate in the recruitment, analyze your data and make 
recruitment decisions. 

• Legitimate interests to establish, exercise or defend our legal rights. 

6. LEGAL BASES FOR PROCESSING 
We collect and process information about you only where we have legal bases for 
doing so under applicable data protection laws. The legal bases depend on the kind 
of relationship with you, therefore we only collect and use your information where: 

• We need your data to perform a contract, e.g. to supply you with required goods 
and/or services, provide customer support and fulfil an obligation under an 
employee contract. 

• Legitimate interest we may process your data when it satisfies a legitimate reason 
of Cytognos which is not overridden by your data protection interests, e.g. to 
market and promote the products and services and to protect our legal rights and 
interests. 

• When you give us consent to do so for a specific purpose. 
• Compliance with legal obligations, we need to process your data when it is legally 

required. 

7. WITH WHOM DO WE SHARE YOUR PERSONAL 
INFORMATION? 

In the course of our activities and for the same purposes as those listed in this Privacy 
Notice, your personal data may be accessed by or transferred to other parties, 
including: 

• BD Group companies: Cytognos may share your personal data with BD Group 
affiliates as necessary for the processing purposes as described in this Privacy 
Notice. Details of BD affiliates can be found in the corporate filings published 



on the Investors pages of www.bd.com. Any access to your personal data 
within the BD Group is restricted to those individuals who have a need-to-
know authorization in order to fulfill their professional responsibilities. 

• Certain acquiring or acquired entities: If Cytognos is sold or transferred in 
whole or in part, or if another entity is being acquired by or integrated into BD 
(or any similar transaction is being contemplated), your personal data may be 
transferred, based on our legitimate interest in participating in such 
transactions, to the other entity prior to or after the transaction, subject to any 
rights provided by applicable law, including in jurisdictions where the other 
entity is located. 

• Data processors: Certain service providers such as IT support, logistics and 
marketing providers (“processors”) may receive personal data based on our 
legitimate interest to process such data on our behalf and under appropriate 
instructions to the extent necessary for the processing purposes described in 
this Privacy Notice, in particular for technical maintenance of our website and 
products and other administrative support, assistance in complying with 
applicable laws, handling of product complaints, and marketing and other 
activities. Processors are contractually obligated to implement appropriate 
technical and organizational security measures to safeguard your personal 
data and to process personal data only on our instructions. For more 
information about our service providers, please contact us as described below. 

• Certain other third parties: Your personal data may need to be shared with 
professional advisors, regulators, governmental authorities and other similar 
bodies, for example in cases where we are required by applicable law, court 
order or government regulation, or as necessary for corporate audits or to 
investigate or respond to a complaint or security threat.  

Some of the recipients with whom we may share your personal data may be located 
in countries that do not ensure the same level of data protection like in your country. 
Any such transfer will be conducted in compliance with applicable law. 

Before disclosing your personal data to persons in those countries, we take 
appropriate safeguards to ensure that your data is protected to the same standards 
as in your country, either by relying on an adequacy decision by the EU Commission 
(https://commission.europa.eu/law/law-topic/data-protection/international-
dimension-data-protection/adequacy-decisions_en), by entering into Standard 
Contractual Clauses as approved by the EU Commission or the Swiss Federal Data 

https://www.bd.com/en-us
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en


Protection and Information Commissioner respectively, or in some limited cases, 
based on your explicit consent 

8. HOW LONG WILL WE KEEP YOUR PERSONAL 
INFORMATION? 
How long we keep information we collect about you depends on the type of 
information and the relationship between you and Cytognos, as described in further 
detail below. After such time, we will either delete or anonymize your information or, 
if this is not possible (for example, because the information has been stored in backup 
archives), then we will securely store your information and isolate it from any further 
use until deletion is possible. 

• Customers, we will keep your information for the length of any contractual 
relationship you have with us we may also be required to retain certain information 
to meet with legal and regulatory requirements. Your information for marketing 
purposes we will keep until you unsubscribe from our informative communications 
and direct marketing. 

• Prospective customers, where you have expressly consented to us contacting you, 
we will only retain your information until you unsubscribe from our 
communications. 

• Candidates for job positions, your information will be preserved until the job 
vacancy has been filled or until you exercise your right to delete or restrict your 
information. Your information will not be kept for a period longer than two (2) 
years without being updated. 

We will not keep your personal information for any purpose longer than is necessary 
and will only retain the personal information that is necessary in relation to the 
purpose. We will only retain certain information longer if required by law or as long 
as is reasonably necessary to meet regulatory requirements, e.g. fiscal, commercial, 
prevention of money laundering resolve disputes, prevent fraud and abuse, or enforce 
our terms and conditions. 

9. WHAT ARE YOUR RIGHTS IN RELATION TO YOUR 
PERSONAL INFORMATION AND HOW CAN YOU CONTACT 
US? 



You have rights available to you when it comes to your information. Below is a 
summary of those rights and how to exercise them: 

• Right to withdraw your consent if, in accordance with applicable law, you have 
declared your consent regarding certain types of processing activities (in particular 
regarding the receipt of direct marketing communications via email, SMS/MMS, 
fax, and telephone), you can withdraw this consent at any time with respect to 
future processing by using the methods mentioned in the original or any related 
communication (e.g. for newsletters by clicking on the link “Unsubscribe” at the 
bottom of a marketing email or otherwise by contacting our Data Protection Officer 
via email, mail or phone). Such a withdrawal will not affect the lawfulness of the 
processing prior to the consent withdrawal. You can also withdraw your consent 
by contacting us as set out below;   

• Right to delete your personal information, under certain conditions; 
• Right to restriction of processing under certain conditions. In this case, the 

respective data will be marked and may only be processed for specific purposes as 
defined by law;  

• Right to rectification if the information we hold about you is inaccurate or 
incomplete, you can notify us and ask us to correct or supplement it; 

• Right to portability, you also have the right, with some exceptions and 
qualifications, to ask us to provide a copy of any personal data we hold about you; 

• Right to access, where you have provided your data to us and it is processed by 
automated means, you may be able to request that we provide it to you in a 
structured, machine readable format;  

• Right to object, under certain circumstances, you have the right to object, on 
grounds relating to your particular situation, at any time to the processing of your 
personal data by us and in such circumstances, we are required to cease processing 
your personal data. If you have a right to object and if you exercise this right, your 
personal data will no longer be processed for such purposes by us. 

Your exercise of these rights is subject to certain exemptions to safeguard the public 
interest, our interests and the rights of third parties. If you exercise any of these 
rights, we will verify that you are really entitled to do so, and we will respond within 
the deadline. To exercise your rights please complete this form or contact us as 
described in this privacy notice. 

https://privacyportal-eu-cdn.onetrust.com/dsarwebform/29abe976-120d-4d7e-9a5c-6762f9a8b2cc/cde7fb63-fea9-4115-9129-c1c2e0f34e13.html


If you are dissatisfied with our use of your information or our response to any exercise 
of these rights, you have the right to lodge a complaint with your local data 
protection authority. 

10. PRIVACY NOTICE AMENDMENT 
This Privacy Notice will be updated from time to time and the latest version will 
always be on our website. If significant changes are made which may impact you, we 
may also notify these changes via email. 

If you have any questions in relation to our use of your information you can contact 
Cytognos via 

• Email: rgpd@cytognos.com 
• Telephone: +34 923 125 067 or fax 
• or by writing at: 

Cytognos, S.L 
Polígono La Serna, Nave 9, 
37900 Santa Marta de Tormes, 
Salamanca, Spain 

  

mailto:rgpd@cytognos.com


US PRIVACY NOTICE/YOUR PRIVACY 
RIGHTS 

LAST UPDATED - Nov 30th, 2023 

If you are a resident of California Colorado, or certain other US states that have 
adopted generally applicable privacy laws, please click here for more information 
about your specific privacy rights. 

Becton, Dickinson, and Company, together with its subsidiaries and affiliates 
including Cytognos, (collectively, “BD,” “Company,” “us,” “we,” or “our”), is committed 
to protecting the privacy of Personal Data (i.e., information reasonably related to a 
specific person). This US Privacy Notice (the “Notice”) informs you of our practices 
concerning the processing of Personal Data collected through our United States 
websites, social media accounts, online advertising, email, and mobile applications 
(collectively, our “Digital Properties”) and through other online and offline 
interactions, such as when you attend our events or educational programs. Whenever 
you interact with us on behalf of another individual or entity, such as if you refer a 
friend to us, you must obtain their consent (or have the legal authority without 
consent) to share their Personal Data with us. 

Scope: This Privacy Notice does not apply to: 

• Data that is subject to the Health Insurance Portability and Accountability Act 
(“HIPAA”). Such data will instead be subject to: (a) our Notice of Privacy 
Practices when we handle such data as a Covered Entity or (b) contractual 
requirements with our business customers when we act as a Business 
Associate (in which case you should direct questions about how such 
information is handled to that customer because we do not control and are 
not responsible for their privacy and data processing practices). 

• Data about our own employees, contractors, agents, and job applicants.   
• Individuals who are not United States residents or visitors from the United 

States. Please see our EU Privacy Notice, if you are visiting from the European 
Union (Link).  

https://www.liberatormedical.com/privacy-policy
https://www.liberatormedical.com/privacy-policy


Changes: We may update this Privacy Notice from time to time. Any updated Privacy 
Notice will be effective when posted. Please check this Privacy Notice periodically 
for updates. If required by law, we will contact you directly to provide you with an 
updated Privacy Notice. 

1. SOURCES OF PERSONAL DATA 
We collect Personal Data about you from the following sources: 

A. Directly from you. We may collect Personal Data you provide to us directly, 
such as when you contact us through our Digital Properties, interact with us in 
person, sign up for offers, newsletters or webinars/webcasts, communicate 
with us, place or customize orders, or sign up for an account or other services. 

B. Data collected automatically and through tracking technologies. We may 
automatically collect information or inferences about you, such as through 
cookies and other tracking technologies, when you interact with our Digital 
Properties as described in our Cookie Policy.   

C. From third parties. We may collect Personal Data from third parties, such as 
service and content providers, our affiliated companies and subsidiaries, 
business partners (such as in connection with joint marketing arrangements), 
health care providers, family members, data brokers, tradeshows and 
conferences, and social media companies. This includes third parties that we 
partner with to provide our services, such as via mobile applications. 

D. From publicly available sources. We may collect Personal Data about you from 
publicly available sources, such as public profiles and websites. 

We may combine information that we receive from the various sources described in 
this Notice, including third-party sources. We may also use or disclose the combined 
information and inferences for the purposes identified below. 

2. TYPES OF PERSONAL DATA WE COLLECT 
We may collect the following types of Personal Data about you: 

A. Identifiers, such as your name, email address, physical address, telephone 
number, business contact information, and device identifiers (e.g., cookie IDs 
and IP address). 

https://www.cytognos.com/cookie-policy-usa/


B. Records About You, such as signatures; your physical characteristics or a 
description of you; the content, timing and method of communications you 
have with us, such as online chats, calls, and emails; marketing preferences; 
information you may provide to enable us to determine your eligibility for our 
patient-specific programs, such as patient-support programs; and other 
information entered into or shared with one of our mobile applications.   

C. Protected class and demographic information, such as age (including 
birthdates) and gender. 

D. Commercial information, such as purchase or subscription information, 
information about products you order or are interested in, payment details, 
delivery details, and other commercial or financial information; and legal 
information relating to your transactions, such as fraud checks or flags raised 
about your transactions, payment card refusals, complaints and information 
related to their resolution, and legal requests and communications. 

E. Internet or other electronic network activity information, such as your 
browsing history, search history, preference information (including online 
marketing preferences), account settings (including any default preferences), 
and other information regarding your interactions with and use of the Digital 
Properties described in our Cookie Policy. 

F. Non-precise geolocation data, such as your location as derived from your IP 
address. 

G. Audio, electronic, visual, or other sensory information, such as photographs 
(including ones taken at conferences or events) and audio/video recordings 
(including recordings of webinars and training programs). 

H. Professional or employment-related information, such as job title, 
organization, professional licenses, credentials, professional specialty, 
professional affiliations, and other professional information.   

I. Education information. 

J. Inferences drawn from any of the information we collect to create a profile 
about you reflecting your preferences and characteristics. For example, we may 
assess the level of interest in our products and services based on frequency of 
visits and contact and determine your preferred frequency for receiving offers. 

https://www.cytognos.com/cookie-policy-usa/


K. Sensitive Personal Data, including the following: 

1. Account log-in information. 

2. Precise geolocation. 

3. Content of mail, email, and text messages where we are not the 
intended recipient (such as messages that we host as a Controller but 
are not sent to us). 

4. Information about your health, including physical or mental disability; 
and diagnostic test results, medications taken, and reactions to 
medication if you provide it through one of our mobile applications or 
provide it to us in the context of participating in one of our patient-
support or other patient-specific programs. 

5. Medical or health insurance information, including insurance policy 
number. 

3. HOW WE USE PERSONAL DATA 
We may use Personal Data for the following purposes: 

A. To provide you or your company with products and services, such as providing 
and delivering you the goods and services you request; providing customer 
service; processing or fulfilling orders and transactions and fulfilling our 
contracts; verifying customer information; processing payments; 
communicating with you about your product, service, inquiry, or subscription; 
hosting informational webinars; verifying eligibility for certain programs or 
benefits; responding to requests, complaints, and inquiries; and providing 
similar services or otherwise facilitating your relationship with us. 

B. For our internal business purposes, such as maintaining or servicing accounts; 
operating our Digital Properties and customizing the content; maintaining 
internal business records; enforcing our policies and rules; organizational 
analysis; management reporting; managing Company assets and our global 
workforce; project management; auditing; maintaining records on business 
activities, such as accounting, commercial, procurement, document 
management and other similar activities; budgeting; real estate management; 



IT administration of our network, intranet, and other technologies; and IT 
security management and tasks. 

C. For our internal research and product improvement purposes, such as verifying 
or maintaining the quality or safety of our products or services; improving our 
products or services; designing new products and services; evaluating the 
effectiveness of our advertising or marketing efforts; and debugging and 
repairing errors with our systems, networks, and equipment. 

D. For legal, safety or security reasons, such as complying with legal, reporting, 
and similar requirements (including mandatory reporting obligations to public 
health authorities if applicable); investigating and responding to claims 
against the Company, its personnel, and its customers; for the establishment, 
exercise or defense of legal claims; protecting our, your, our customers’, and 
other third parties’ safety, property or rights; detecting, preventing, and 
responding to security incidents; and protecting against malicious, deceptive, 
fraudulent, or illegal activity. 

E. In connection with a corporate transaction, such as if we acquire, merge, 
spinoff, divest, or some or all of our assets are acquired by another entity, 
including through a sale in connection with bankruptcy and other forms of 
corporate change. 

F. For marketing and targeted advertising, such as marketing our products or 
services or those of our affiliates, business partners, or other third parties.  For 
example, we may use Personal Data we collect to personalize advertising to 
you on our Digital Properties, to analyze interactions with our email 
communications or website areas viewed, to develop product, brand or 
services audiences (including by identifying you across devices/sites) to better 
target our advertising to you, or to send you newsletters, surveys, 
questionnaires, promotions, or information about events or webinars.  You can 
unsubscribe from our email marketing via the link in the email or by contacting 
us using the information in the Contact Information section below. 

We may use anonymized, de-identified, or aggregated information for any purpose 
permitted by law. 

4. HOW WE DISCLOSE PERSONAL DATA 
We may disclose Personal Data to the categories of recipients described below: 



A. Affiliates and subsidiaries, including parent entities, corporate affiliates, 
subsidiaries, business units, and other companies that share common 
ownership. 

B. Service providers that work on our behalf to provide the products and services 
you request or support our relationship with you, such as IT providers, internet 
service providers, web hosting providers, data analytics providers, and 
companies that provide business support services, financial administration, or 
event organization. 

C. Professional consultants, such as accountants, lawyers, financial advisors, and 
audit firms. 

D. Vendors necessary to complete transactions you request, such as shipping 
companies and logistics providers. 

E. Law enforcement, government agencies, and other recipients for legal, 
security, or safety purposes, such as when we share information to comply with 
law or legal requirements, to enforce or apply our Terms of Use and other 
agreements or policies, and to protect ours, our customers’, or third parties’ 
safety, property, or rights. 

F. Other entities in connection with a corporate transaction, such as if we, or 
some or all of our assets, are acquired by another entity, including through a 
sale in connection with bankruptcy or other forms of corporate change. 

G. Business partners that may use Personal Data for their own purposes, such as 
companies that operate cookies and other tracking technologies, social media 
companies, data brokers, and other business partners for their own marketing, 
research, or analytics purposes. For example, if you input Personal Data on a 
co-branded registration page, relating, for example, to a contest co-sponsored 
by both BD and a partner company or while using a mobile application hosted 
by a BD Partner, then your Personal Data will be available both to BD and to 
such partner company. We are not responsible for the privacy practices or 
personal data processing policies of such partners. You should consult the 
privacy notices of those third-party services for details on their practices.   

H. Entities to which you have consented to the disclosure. 



We may disclose anonymized, de-identified, or aggregated information for any 
purpose permitted by law. 

5. COOKIES AND OTHER TRACKING TECHNOLOGIES 
Our Digital Properties (and authorized third parties) use cookies and other tracking 
technologies such as pixels and web beacons, to collect information about you, your 
device, and how you interact with our Digital Properties over time and across 
websites as described in our Cookie Policy. Some browsers have incorporated Do Not 
Track (“DNT”) preferences. At this time, we do not honor Do Not Track signals. 

6. DATA SECURITY AND DATA RETENTION 
We maintain reasonable security procedures and technical and organizational 
measures to protect your Personal Data against accidental or unlawful destruction, 
loss, disclosure or use. Unless otherwise stated on the relevant page of the website 
or through a BD or BD partner mobile application, BD uses general security standards 
but has not taken additional action to secure data provided to its Digital Properties 
or from its applications or from a BD partner mobile application, and such 
transmissions are subject to normal Internet security risks. As noted, no Internet or 
e-mail transmission is ever fully secure or error free. In particular, e-mails sent to or 
from this website may not be secure, and you should therefore take special care in 
deciding what information you send to us or to BD partners. Please keep this in mind 
when disclosing any Personal Data to BD or to any other party via the Internet. 
Moreover, when you use passwords, ID numbers, or other special access features on 
this website, it is your responsibility to safeguard them. 

Your Personal Data will be retained as long as necessary to fulfill the purposes we 
have outlined above or as required under applicable law. This includes retaining your 
Personal Data to provide you with the products or services you have requested and 
interact with you; maintain our business relationship with you or your company; 
improve our business over time; ensure the ongoing legality, safety, and security of 
our services and relationships; or otherwise in accordance with our internal retention 
procedures. Once you have terminated your relationship with us, we may retain your 
Personal Data in our systems and records in order to ensure adequate fulfillment of 
surviving provisions in terminated contracts or for other legitimate business 
purposes, such as to enable easier future user onboarding, demonstrate our business 
practices and contractual obligations, or provide you with information about our 
products and services in case of interest. Personal Data that is no longer required to 

https://www.cytognos.com/cookie-policy-usa/


fulfill the identified purposes will be destroyed, erased or de-identified. If we de-
identify data, they no longer qualify as personal data and can no longer be attributed 
to you, in which case we may use such data without further notice to you. 

7. CHILDREN’S PRIVACY 
We do not knowingly collect or use any Personal Data from children under 18 or 
knowingly allow children under 18 to order or use our products, to communicate with 
us, or to use any of our online services. If you are a parent and become aware that 
your child has provided us with information, please contact us using one of the 
methods specified below, and we will work with you to address this issue. 

The BD Veritor™ At-Home COVID-19 Test and accompanying mobile application 
collects data only from minors once their parent(s) or legal guardian(s) has set up an 
account to allow the creation of a minor profile. All data related to minors under 14 
is collected from a parent or guardian of that minor who consents to the use of the 
BD Veritor™ At-Home COVID-19 Test on that minor. 

8. EXTERNAL LINKS 
Our Digital Properties may contain links to external sites or other online services that 
we do not control, including those embedded in third-party advertisements or 
sponsor information. We are not responsible for the privacy practices or data 
collection policies of such third-party services. You should consult the privacy notices 
of those third-party services for details on their practices. 

9. TERMS OF USE 
Use of the Digital Properties and our services is governed by and subject to Terms 
of Use. By using or accessing the Digital Properties or our other services, you agree 
to be bound by our Terms of Use.   

10. CONTACT INFORMATION 
If you have questions regarding this Privacy Notice, please contact us at: 

Cytognos, S.L 
Polígono La Serna, Nave 9, 

https://www.cytognos.com/terms-of-use/
https://www.cytognos.com/terms-of-use/
https://www.cytognos.com/terms-of-use/


37900 Santa Marta de Tormes, 
Salamanca, Spain 

email: rgpd@cytognos.com 

telephone: +34 923 125 067 or fax 

 

11. SUPPLEMENTAL U.S. STATE PRIVACY DISCLOSURES  

A. Data Subject Rights 

If you live in California, Colorado, or certain other states that have adopted generally 
applicable privacy laws, you may have certain rights, subject to legal limitations, 
regarding Personal Data, such as: 

• Right to Know. You may have the right to request information about the 
categories of Personal Data we have collected about you, the categories of 
sources from which we collected the Personal Data, the purposes for 
collecting, selling, or sharing the Personal Data, and to whom we have 
disclosed your Personal Data and why.  You may also request the specific 
pieces of Personal Data we have collected about you. 

• Right to Delete. You may have the right to request that we delete Personal 
Data that we have collected from you. 

• Right to Correct.  You may have the right to request that we correct inaccurate 
Personal Data that we maintain about you. 

• Right to Opt-Out of Sale/Sharing for Targeted Advertising. You may have the 
right to opt out of the sale or sharing of your Personal Data for targeted 
advertising.   

• Right to Opt-Out of Profiling. You may have the right to opt out of certain 
automated processing activities that are used to evaluate characteristics about 
you.   

You may exercise any of the rights available to you via our Your Privacy Rights 
webform, by emailing us at rgpd@cytognos.com, or by calling us at (+34) 923 125 
067.   

In order to fully exercise the Right to Opt-Out of Sale or Sharing for Targeted 
Advertising, you must undertake both of the following steps: 

mailto:rgpd@cytognos.com
mailto:Your%20Privacy%20Rights
mailto:rgpd@cytognos.com


1. Submit an Opt-Out of Sale/Sharing for Targeted Advertising request 
through on our Your Privacy Rights webform. 

2. Disable the use of advertising cookies and other tracking technologies 
in the preference center by going to the Cookie Preferences at the footer 
of the webpage. You must complete this step on each of our websites 
from each browser and on each device that you use. These steps are 
necessary so that we can place a first-party cookie signaling that you 
have opted out on each browser and each device you use. Please note: 

a. If you block cookies, we will be unable to comply with your request 
to opt out of sale/sharing for targeted advertising with respect to 
device data that we automatically collect and disclose to third 
parties online using cookies, pixels, and other tracking technologies.   

b. If you clear cookies, you will need to disable the use of all advertising 
cookies and tracking technologies in the preference center again on 
each browser on each device where you have cleared cookies.   

To the extent required by law, we will honor opt-out preference signals sent in a 
format commonly used and recognized by businesses, such as an HTTP header field 
or JavaScript object. We will process opt-out preference signals at the browser level. 

We will not discriminate against you for exercising your privacy rights. 

Verification: In order to process rights requests, we may need to obtain information 
to locate you in our records or verify your identity depending on the nature of the 
request.  In most cases, we will collect some or all of the following data elements:  
first and last name, email address, and telephone number. In some cases, we may 
request different or additional information, including a signed declaration that you 
are who you say you are, and we will inform you if we need such information.   

Authorized Agents: Authorized agents may exercise rights on behalf of you by 
submitting a request via email address at rgpd@cytognos.com and indicating that 
they are submitting the request as an agent. We may require the agent to 
demonstrate authority to act on behalf of you by providing signed permission from 
you. We may also require you to verify your own identity directly with us or to directly 
confirm with us that you provided the authorized agent permission to submit the 
request. 
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Appeal:  If we deny your rights request, you may have the right to appeal.  To submit 
an appeal, contact us at rgpd@cytognos.com. We will inform you in writing our 
response to your appeal. 

Right to Removal of Posted Information—California Minors: If you are under 18 years 
of age, reside in California, and have provided us with information, you have the right 
to request removal of unwanted information that you publicly post on the Digital 
Properties. To request removal of such information, you can contact us as provided 
in the Contact Information section above. Upon receiving such a request, we will make 
sure that the information is not publicly available on the Digital Properties, but the 
information may not be completely or comprehensively removed from our systems 
and databases. 

B. Additional Data Processing Disclosures 

Although we have not “sold” Personal Data for money in the past 12 months, we 
engage in routine practices with our Digital Properties involving third parties that 
could be considered a “sale” or “sharing” (i.e., for targeted advertising). We do not 
knowingly sell or share any Personal Data of minors under the age of 16. 

We only use and disclose Sensitive Personal Data for the following purposes: (i) 
performing services or providing goods reasonably expected by an average 
consumer; (ii) detecting security incidents; (iii) resisting malicious, deceptive, or 
illegal actions; (iv) ensuring the physical safety of individuals; (v) for short-term, 
transient use, including non-personalized advertising; (vi) performing or providing 
internal business services; (vii) verifying or maintaining the quality or safety of a 
service or device; or (viii) for purposes that do not infer characteristics about you. 

In addition to the disclosures above, this section provides supplemental information 
about how we process Personal Data.   

Categories of 
Personal Data We 
Collect 

Categories of Third Parties With 
Whom We Disclose Personal Data for 
a Business Purpose 

Categories of Third Parties to Whom 
Personal Data is Sold or Shared 

Identifiers (Section 
2.A) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Vendors necessary to complete 

transactions you request 

• Advertisers, ad platforms and 
networks, and social media platforms 

• Third parties whose cookies and 
tracking tools we use as described in 
our Cookie Policy 
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• Law enforcement, government, 
agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Commercial data partners to whom we 
make information available for their 
own marketing purposes 

• Partners who work with us on 
promotional or sponsorship 
opportunities, including co-branded 
products and services 

Personal 
information 
described in the 
California 
Customer Records 
Act (Section 2.B) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Vendors necessary to complete 

transactions you request 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Advertisers, ad platforms and 
networks, and social media platforms 

• Third parties whose cookies and 
tracking tools we use as described in 
our Cookie Policy 

• Commercial data partners to whom we 
make information available for their 
own marketing purposes 

• Partners who work with us on 
promotional or sponsorship 
opportunities, including co-branded 
products and services 

Characteristics of 
protected 
classifications 
under California or 
federal law 
(Section 2.C)  

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Vendors necessary to complete 

transactions you request 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Not Sold or Shared 

Commercial 
information 
(Section 2.D) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Vendors necessary to complete 

transactions you request 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• Advertisers, ad platforms and 
networks, and social media platforms 

• Third parties whose cookies and 
tracking tools we use as described in 
our Cookie Policy 

• Commercial data partners to whom we 
make information available for their 
own marketing purposes 

• Partners who work with us on 
promotional or sponsorship 
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• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

opportunities, including co-branded 
products and services 

Internet or other 
electronic network 
activity (Section 
2.E) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Vendors necessary to complete 

transactions you request 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Advertisers, ad platforms and 
networks, and social media platforms 

• Third parties whose cookies and 
tracking tools we use as described in 
our Cookie Policy 

• Commercial data partners to whom we 
make information available for their 
own marketing purposes 

• Partners who work with us on 
promotional or sponsorship 
opportunities, including co-branded 
products and services 

Geolocation data 
(Section 2.F) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Vendors necessary to complete 

transactions you request 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Advertisers, ad platforms and 
networks, and social media platforms 

• Third parties whose cookies and 
tracking tools we use as described in 
our Cookie Policy 

• Commercial data partners to whom we 
make information available for their 
own marketing purposes 

• Partners who work with us on 
promotional or sponsorship 
opportunities, including co-branded 
products and services 

Audio, electronic, 
visual, or other 
sensory 
information 
(Section 2.G) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Not Sold or Shared 

Professional or 
employment-

• Affiliates and subsidiaries 
• Service providers 

• Not Sold or Shared 
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related information 
(Section 2.H) 

• Professional consultants 
• Vendors necessary to complete 

transactions you request 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

Education 
information 
(Section 2.I) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Not Sold or Shared 

Inferences (Section 
2.J) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Vendors necessary to complete 

transactions you request 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Entities to which you have 
consented to the disclosure 

• Advertisers, ad platforms and 
networks, and social media platforms 

• Third parties whose cookies and 
tracking tools we use as described in 
our Cookie Policy 

• Commercial data partners to whom we 
make information available for their 
own marketing purposes 

• Partners who work with us on 
promotional or sponsorship 
opportunities, including co-branded 
products and services 

Sensitive personal 
information 
(Section 2.K) 

• Affiliates and subsidiaries 
• Service providers 
• Professional consultants 
• Law enforcement, government, 

agencies, and other recipients 
for legal, security, or safety 
purposes 

• In connection with a corporate 
transaction 

• Not sold or shared 
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• Entities to which you have 
consented to the disclosure 

 

 

 


